Table — 1
1. NUMBER OF VACANCIES AND RESERVATION

S Post/Position UR SC | ST| OBC [Total
No
1 | Chief Technology Officer 1 1
2 | Project Manager- Application Management 1 1
3 | Lead Auditor 2 2
4 | Additional Chief Risk Manager 1 1
5 | Senior Analyst — Cyber Security Operations 1 1
6 | Risk Manager — Credit Risk 1 1 2
7 | Risk Manager- Market Risk 1 1 2
8 | Risk Manager- Operational Risk 1 1 2
9 | Risk Manager - IS & Cyber Security 1 1
10 | Cyber & Network Security Specialist 1 1 2
11 | Database and Operating Systems Specialist 1 1 2
12 | IT Infrastructure & Banking Specialist 1 1 2
13 | Economist 1 1 2
14 | Credit Officer 1 1
15 | Legal Officer 1 1
16 | ETL Developer 1 1
17 | Data Consultant 1 1 2
18 | Business Analyst 1 1
19 | Power BI Report Developer 1 1
20| Specialist- Data Management 1 1
21 | Financial Inclusion Consultant- Technical 1 1
22 | Financial Inclusion Consultant- Banking 1 1
Total 19 5% |2% 5% 31

* Includes Backlog vacancies

Vacancies indicated under UR are open for all categories.

Reservation is provided for candidates belonging to SC/ST/OBC category as per extant
Government of India instructions.

1I. ELIGIBILITY CRITERIA: Educational Qualification, Experience and Job
Profile/Key responsibilities (as on 01 January 2024)
i. Chief Technology Officer

Age Maximum 62 years
Qualification [B.E. / B. Tech/ M.Sc./ M. Tech degree in Computer Science / Information|

Technology/Electronics and Communication from an accredited and reputed|

institution
OR

MCA from an accredited and reputed institution

Experience Essential:

Post Qualification IT experience of minimum 15 years including 5 years at Senior
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leadership level with expertise mostly in Core Banking Solutions, Alternative

Delivery Channels, Application Development, Network & Communication Channels

and Data Centre Management (including software defined data centre

environment), Data warehouse/Big Data Analytics, IT Security & Technology Riskl

Management, Business Continuity Plan.

Training and Teaching experience will not be counted for eligibility.

Desirable:

1. Demonstrable experience in leading the successful development of software
solutions.

2. Expertise in Digital Banking, Networking, Core IT Infrastructure.

Experience in new technologies viz., Cloud, Mobile, Analytics.
Demonstrable team leadership experience with ability to shape and lead an
effective team.

5. Deliver a positive impact on the Bank’s business. Strong project management
skills and management of development, maintenance and support teams.
Added working knowledge of enterprise architecture.

6. Academic experience with exposure in participating in seminars, conferences,
research publications representing the organization.

7. Up-to-date with the current levels of IT security, threats, vulnerability that

could impact the Bank’s digital and financial assets.

Job profile

1. Providing in-depth technical expertise

2. Responsible for identifying and implementing new technologies and
technology products.

3. Preparation, aligning and enabling implementation of Technology Vision
Document for the Bank

4. Develop stress-testing mechanism to mitigate risk arising out of cyber-
attacks and taking corrective measures / prudent response in case of cyber-
attacks at NABARD / partner agencies.

5. Enhancing training & capacity building at NABARD / partner agencies w.r.t.
Information Technology

6. Apprise the Management about global developments and necessary action
points in all areas of IT, including cyber security.

7. Digitalization and automation of most of the operations of the Bank by
leveraging the digital shift.

8. Heading the Technical specialists Team/Contract Staff for IT Operations
besides heading the technical team of client institutions to coordinate with IT
vendors of the Bank to effectively influence the decision and ensure technical
delivery. Bring in the Industry Expertise for the digital initiatives of the Bank.

9. Maintain competitive advantage over peers in digital banking and leveraging

the digital ecosystem.
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10.

11.

12.

13.

14.
15.

16.

17.

18.

19.

20.

21.

22,

23,

24.

Ensuring State of the Art technology network, optimizing and managing it in
a manner it delivers high efficiency with sufficient resilience and yet
managing cost effectively.

Ensuring appropriate solution architecture is in place and identifying needs
and ensuring ideal software solutions are developed in a timely manner to
help increase operational efficiency and also leading edge products; guiding
the Bank on its Enterprise Architecture Journey. Providing technical inputs
in identifying suitable database solutions for the bank as also overseeing and
ensuring fine tuning of existing data bases.

Develop and maintain overall framework of IT policies, standards and
strategies that will empower business and people to deliver on their
commitments to the strategy and budgets.

Define the priorities, objectives and targets that underpin what contributes
to delivery of value to business aligned with best practices and standards.
Ensure efficiency in process / operations across the Bank.

Ensure State-of-the Art Security, identify security threats and formulate
strategies and methods to mitigate the threats.

As part of Business Continuity Plan, lend support to the business operations
and ensure that appropriate DR plans are in place and regularly tested for
readiness for unforeseen and unexpected events which can impact the
business continuity.

Pivotal role in supporting the business departments and meeting their needs
in a time bound manner.

Developing long term plans to sustain and support the business, anticipating
the future trends.

Lead strategic insight and overview of business case justifications and ROI
analysis for IT spending and initiatives.

Ensure total quality management through uniform processes and
procedures.

Mitigation of Operational Risk in coordination with CISO and any other work
entrusted from time to time by the Bank.

Facilitate and Oversee IS Audit, System Audit and all IT related audit.
Assigning, managing and monitoring the functioning of the Specialists (on
contract) attached to DIT.

Any other work entrusted by the Bank from time to time.
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ii. Project Manager- Application Management

Age Maximum 62 years
Qualification |Essential
Bachelor’'s/Master’s degree in computer science/ Information Systems/
Engineering/Management degree (with hands on experience of Coding, etc.)
Candidates with the following qualifications will be preferred.
1. PMP or PRINCE2 or equivalent certification
2. Scrum Master and Agile Certifications
3. Technology and Domain Specific Certifications
Experience Essential:
Minimum experience of 07 years for graduates and o5 years for Postgraduates in|
the following areas:
1. Software development; CI/CD experience
2. Managing Application Development projects and Software. Maintenance
Projects with exposure to DevOps/ DevSecOps.
3. Familiar with waterfall or Agile methodology at Enterprise Level.
Following experience / qualities will be an added advantage.
1. Experience in assessing effort estimation and resource sizing & allocation.
2. Exposure/knowledge of operations of Data Centre, network, operating systems
(Windows & UNIX), Firewall and Physical and logical security projects.
Experience in working with tools like JIRA/ Confluence/ Power Point, etc.
Excellent verbal and written communication skills
Candidates from a Technology, ITES, Shared Service or Banking organization
will be preferred.
Job profile 1. Partner with stakeholders to define project scope, goals, deliverables and

timelines.

2. Lead the efforts on preparing requirements development, business cases,
estimations, Project Proposals and RFPs

3. Plan and provide IT infrastructure support, including local area network,
wide area network, servers, desktop systems and related technologies.
Facilitate the definition of service levels and acceptance criteria for projects.
Develop project plans, goals, and budgets, Work with stakeholders to secure
needed resources and resolve resource conflicts.

6. Identify and proactively manage changes in scope, budget and schedule to
ensure that the business value of the project is still achieved.

7. Escalate issues and risks and proactively takes ownership for resolution.

8. Track milestones and deliverables and provide regular status reporting to all
levels of stakeholders.

9. Manage projects with a blend of in-house and external resources (vendors

and direct contractors)
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10.

11.

12.

13.

14.

15.

16.

17.

Plan and lead project governance meetings, project health checks, phase gate
reviews, post project reviews and project level workshops

Share lessons learned and best practices across projects, building
relationships with stakeholders at all levels.

Provide IT PMO with lessons learned and best practices related inputs and
Collaborate with IT PMO to implement standards, guidelines and perform
other relevant activities.

Provide timely, candid and constructive performance feedback to direct
reports.

Develop direct reports to their fullest potential and provide challenging
opportunities that enhance their career growth.

Ensure all IT activities conform to IT security standards and all data and
systems are properly protected.

Provide technical leadership and management of IT projects from conception
through deployment.

Provide inputs for contract renegotiation during contract renewal process.

iii. Lead Auditor

Age

Maximum 62 years. 27-40 years preferred

Qualification

1.

Bachelor’s/ Master’s Degree in Computer Science/IT or B.E./B.
Tech

2. Certification in CISA/ CISSP and ISO 27001 Lead Auditor / Lead

Implementer

Experience

8 years in IT of which 5 years’ experience in conducting technology / IS audits
for BFSI sector and leading the audit team.

Preference for experience/ certification / training in Cloud audit , Project
Management and PCI-DSS

Job Profile

1.

Design-develop and maintain the audit management processes, including

schedules, reports, checklists and processes.

2. Monitor and review circulars, advisories, and alerts from RBI and NABARD

to incorporate them to the existing Audit Checklists.

3. Coordination and facilitation of audit activities with onsite team, bank to be

inspected, respective regional Office and Head Office.

4. Conduct audits, prepare reports and maintain timely and accurate reviews

of corrective action and closure of the audit findings.

5. Track the status of audit reports and escalate as necessary based on

established timelines.

6. Generate MIS reports and analyze inspection trends, present the reports to

the senior management to facilitate the action items.

7. Identify areas for improvement in the existing audit management
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methodology and contribute to their development.

8. Continuously identify opportunities for improving the audit process and
service to ensure Cyber Security compliance from the bank.

9. Be self-motivated in staying current with new regulations, developments,
and technologies related to cyber security.

10. Provide trainings to the staff.

11. Travelling involved to perform audits throughout the country.

iv. Additional Chief Risk Manager

Age Maximum 62 years

Qualification Essential

Graduate/ Postgraduate in Economics/ Statistics/ Finance/ Business
from a recognized University / Masters in Management MBA/ PGDI or
CA/CS

Desirable

Certification in Risk Management from GARP/PREMIA or CFA

qualification

Experience Essential

1. Minimum 10 years’ experience in Banking, Financial Sector and Insurance
(BFSI)

2. Minimum 05 years in Senior Management Level in Risk Management
(preferably Credit Risk and Market Risk) in a regulated lending entity in
BFSI Sector or in any reputed Credit rating Agency approved by RBI

Desirable

1. Experience of working as Chief Risk Officer / Head of Risk Management
Department in a regulated lending entity in BFSI Sector, preferably
Commercial Banks.

2. Good understanding of market risk and /or liquidity risk management and
/Jor operational risk, with exposure to analytics being an added desirable
experience.

3. Experience of appraisal and monitoring of high value projects.

Job Profile

=

Developing and managing comprehensive Risk Management Policies and
ensure that they are within the framework of RBI regulations and BASEL
III norms.

2. Framing and Reviewing the Risk Management policies like Credit Risk,
Operational Risk, Fraud Risk, Fund Transfer Pricing, Market Risk,
Operational Risk and ASSET Liability Management.

Assisting in the business continuity planning framework of the Bank.
Benchmarking Bank’s risk appraisal processes in line with best practices in

other peer institutions.
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5. Ensuring continuous improvement in the Risk Management Practices /
policies of the Bank.

6. Defining Qualitative and Quantitative parameters tolerance for key risks.
Qualification of risks and development of effective plans for mitigation of
risks and monitoring the progress of risk mitigation activities.

7. Assessment of risk through various tools such as, Rating Models , EWS
systems, default forecasting and monitoring systems. Collateral
Management reports, Model Validation reports, RCSA& BIA techniques,
market information , etc.

8. Preparation of Credit Reports / templates for specific business
departments.

9. Assessment of high value credit proposals on a specific need basis

10. Any other work entrusted by the Bank from time to time.

v. Senior Analyst- Cyber Security Operations

Age Maximum 62 years
Qualification Graduate / Postgraduate in the field of computer science/IT/Cyber Security
Candidates with add-on qualifications as Certified Information Security Auditor
(CISA)/ Certified Information Security Professional (CISP) will be preferred
Experience Essential

1. Minimum experience of 10 years for graduates and 8 years for Post
Graduates of which 3 years in Information / Cyber security & risk
management

2. Experience in handling Cyber Security incidents in the organization
with Root Cause Analysis and recommendation

3. Should have led a team with experience in various IT domains like,
Firewall, Web proxy, antivirus ,security gap analysis and suggestion
for procurement including scope of work, technical specification,
plan of deployment

4. Knowledge of various cyber investigation tools/ process

Following experience / qualities would be preferred:

1. Knowledge on RBI circulars and other statutory / regulatory
guidelines

2. Structured project management experience in deploying security-
related initiatives

3. Candidates presently employed in an organization, ITES, Shared
Services or Banking domain.

Job profile 1. Responsible for protecting the Banks IT Infrastructure from cyber threats.
2. Identify potential security risks, develop and implement security measures,
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and monitor the effectiveness of security systems.

3. Respond to and analyze different cyber incidents, offering actionable course

of action to prevent similar attacks in the future.

4. Implement and manage endpoint encryption solution to secure data on
laptops and desktops.

5. Developing and implementing organization wide best practices for IT
security

6. Interpretation of logs generated out of firewalls, proxies, SIEM, antivirus,
etc. and recommending suitable course of action.

7. Understanding of various tools like SDWAN, WEBPROXY, WAF, NAC etc.
and their capabilities.

8. Proactively engage with stakeholders, build strong relationships with the
management of business and auditors, to facilitate vulnerability discovery
and remediation efforts.

9. Perform security risk assessments that support business requirements, and
recommend mitigations and countermeasures to address risks,
vulnerabilities and cyber threats.

10. Participate in application security assessments.

11. Participate as part of a close team of technical specialists on coordinated
responses and subsequent remediation of security incidents.

12. Conduct Forensic examination of digital and other evidence and analyze the
incidents for forensic investigations using Forensic Tools (Commercial and
Open source tools).

13. Assist in development and implementation of cyber security policies,
procedures, and standards based on National standards, industry best
practices, and compliance requirements.

14. Participation in preparation of various MIS related to cyber security.

vi. Risk Manager —Credit Risk

Age Maximum 62 years. 30-45 years preferred.

Qualification Essential

Post Graduate Degree in Finance / Commerce / Economics / Statistics /
Econometrics / Mathematics / Mathematical Statistics / or MBA / PGDBA /
PGPM / PGDM from an Indian University/ Institute recognized by
Government bodies AICTE or a similar Foreign University /Institute /CA/
ICWA.

Desirable

Certification from GARP, PRMIA, CMIRM from IRM (UK), Diploma in the
area of Data Science, Data Analytics or Data Statistics, Business Analytics,
Chartered Financial Analyst (CFA) (USA).
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Experience

Minimum 5 years’ experience of having worked in Risk Management
Department of a financial institution viz., Commercial Bank, AIFI,
Systemically Important NBFC with a portfolio of assets bearing credit risk
and off-balance sheet risks. It will be desirable that they were also
involved in developing and implementing risk & pricing models.
‘Or

Minimum 5 years of Practitioner level experience in Risk Management
including in evaluation of efficacy, consistency and accuracy aspects of
models used by Banks/FIs/SEs/other Clients. Experience as above in
Risk Consultancy Firms, Risk Rating Firms, Professional Training
Institutes (NIBM, NISM, etc.).

Those having experience of developing and implementing Risk
Management Software Solutions and having Information Technology
background will be preferred.

Frontline staff working in/ having only procedural knowledge of ‘Risk
taking’ desks are not eligible and only those who possess domain expertise

in independent Risk management functions may apply.

Job Profile

Acquiring data from primary or secondary data sources and analysis of
available data, reports using statistical techniques to prepare periodic as
well as need-based reports (routine, standardized, thematic) on issues
pertaining to credit, and related risks. Conducting Industry and Sector
Analysis and providing report for the same to Risk Management
Department (RMD) and Top Management periodically;

Identifying the key financial and non-financial risks, recommending
actions for mitigation of those risks; Review, update and finalize various
credit risk related policies and frameworks to ensure that they are
compliant with the relevant new legislations and implement the same in
consultation with other user departments and Regional Offices (ROs);
Undertake vetting of exposure limit for different borrowers / different
sectors on periodical basis; To put in place and also monitor default
forecasting/Early Warning Signals in loan accounts, assess portfolio level
credit risk for the Bank for preparation of timely Risk Mitigation plans
and implementation of recovery strategies, involving analysis,
recommendation to prevent delinquencies; To undertake risk-return
evaluation of the Bank’s loan portfolio from time to time for providing
insight and feedback for policy formation and portfolio management
efforts;

To undertake Statistical modelling and data analysis for various
frameworks of Credit Risk Management including Model development,

methodology testing and validation of models for obligors and facilities
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5. Applying appropriate sensitivity and scenario analysis to support

6. To develop and review the Bank’s ICAAP document and provide support

7. Plan, design & conduct studies, monitoring visits, evaluation studies, etc.,

involving research insights in to clients profiles, industry/ sector level
data, analysis of financial statements and other information using
quantitative and qualitative data analysis techniques, building model
logic, and finalizing model output; Evaluating efficacy, consistency and
accuracy of models and to review, test and validate the Risk Rating
Models for all obligors and facilities at periodic intervals using various

statistical models

regulatory compliance and to conduct Stress Testing and Scenario
Analysis, based on macroeconomic and industry specific data for

assessing risk in the financial sector and in Banks/FIs/SEs/other Clients.

to Finance Department and Accounts Department for capital planning
and financial planning based on analytical, computation and modelling
process; To develop & validate the RAROC Framework & Risk Based
Pricing Tools; To build and maintain MIS for reporting to Top
Management/Regulator based on the BASEL III reporting norms.

for providing policy inputs to Risk Management Department (RMD).

8. Assist NABARD in framing appropriate policies and guidelines for
implementation by NABARD.

9. Any other work entrusted by the Bank from time to time.

vii. Risk Manager —Market Risk

Age

Maximum 62 years. 30-45 years preferred.

Qualification

Essential

Post Graduate Degree in Finance / Commerce / Economics / Statistics /
Econometrics / Mathematics / Mathematical Statistics / or MBA / PGDBA /
PGPM / PGDM from an Indian University/ Institute recognized by
Government bodies AICTE or a similar Foreign University /Institute /CA/
ICWA.

Desirable

Certification from GARP, PRMIA, CMIRM from IRM (UK), Diploma in the
area of Data Science, Data Analytics or Data Statistics, Business Analytics,
Chartered Financial Analyst (CFA) (USA).

Experience

1. Minimum 5 years’ experience of having worked in Risk Management
Department of a financial institution viz., Commercial Bank, AIFI,
Systemically Important NBFC with a portfolio of assets bearing credit risk
and off-balance sheet risks. It will be desirable that they were also

involved in developing and implementing risk & pricing models.
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Or
Minimum 5 years of Practitioner level experience in Risk Management
including in evaluation of efficacy, consistency and accuracy aspects of
models used by Banks/FIs/SEs/other Clients. Experience as above in
Risk Consultancy Firms, Risk Rating Firms, Professional Training
Institutes (NIBM, NISM, etc.).

Those having experience of developing and implementing Risk
Management Software Solutions and having Information Technology
background will be preferred.

3. Frontline staff working in/ having only procedural knowledge of ‘Risk
taking’ desks are not eligible and only those who possess domain expertise

in independent Risk management functions may apply.

Job Profile

Acquiring data from primary or secondary data sources and analysis of
available data, reports using statistical techniques to prepare periodic as
well as need-based reports (routine, standardized, thematic) on issues
pertaining to market, and related risks. Conducting Industry and Sector
Analysis and providing report for the same to RMD and Top Management
periodically.

To undertake analysis of market trends, movements in major indices,
sectoral performance analysis and related research to enable
maximization of current earning scenarios and help in better risk
prediction regarding Market Involvement of the Bank both on the
Investment and Borrowing side. To conduct analysis of NABARD Market
linked portfolio based on the various risk measures like VaR, Convexity,
Duration, etc., Identifying the key financial and non-financial risks,
recommending actions for mitigation of those risks.

Conducting Scenario Analysis based on macro and micro factors that will
help in assessing risk in the financial sector and in Banks/FIs/SEs/other
Clients. Applying appropriate sensitivity and scenario analysis to support
regulatory compliance. To undertake Stress Testing and assess resulting
impact on profitability. To conduct Scenario Analysis based on Balance
Sheet about the impact of market movements on the Income and
Liquidity situation of the Bank to support informed decisions and firming
up of contingency funding requirements based on the analysis.

To undertake capital charge calculation for Market Risk after factoring
pointers like ratings, capital adequacy, etc. The task shall involve analysis
of individual securities and their risk assessment to lead to accurate
Capital Charge calculation; To assist in implementation of the ALM
Module under TALMS. To assist in Contingency Fund Planning including

analysis of the fund requirements and any other lines of support which
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might be required in case of contingencies and assisting to the
Contingency Planning for Market Risk.

To finalize and implement various market and liquidity risk related
policies and frameworks based on feedback/suggestions from ALCO/
Business Depts; Evaluating efficacy, consistency and accuracy of models
used by Banks/FIs/Supervised Entities / other Clients; To prepare the
ALM MIS for the Bank factoring required inputs. Looking after integrated
Liquidity Risk of the Bank across various Risk Functions & assisting in
putting in place regulatory prescriptions & including industry best
practices into operation.

To conduct Behavioural Analysis of Assets & Liabilities & use for
subsequent policy reviews and revision in limits for liquidity positions &
other risk indicators like VaR, Duration Gap, etc., using statistical tools to
capture the actual movement and behaviour of Balance Sheet and
corresponding risk ratios; To assist in Balance Sheet Income and Growth
projections using different forecasting models. Analysis and Back Testing
of such projections as per the actual Balance Sheet incomes and margins.
Further refining of such data models using behavioural analysis. Assisting
in mid-office function of the market risk by implementation of regulatory
prescriptions/ industry best practices.

Plan, design & conduct studies, monitoring visits, evaluation studies, etc.,
for providing policy inputs to Risk Management Department (RMD).
Assist NABARD in framing appropriate policies and guidelines for
implementation by NABARD.

Any other work entrusted by the Bank from time to time.
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viii. Risk Manager —Operational Risk

Age

Maximum 62 years. 30-45 years preferred.

Qualification

Essential

Post Graduate Degree in Finance / Commerce / Economics / Statistics /
Econometrics / Mathematics / Mathematical Statistics / or MBA / PGDBA /
PGPM / PGDM from an Indian University/ Institute recognized by Government
bodies AICTE or a similar Foreign University /Institute /CA/ ICWA.

Desirable
Certification from GARP, PRMIA, CMIRM from IRM (UK), Diploma in the area
of Data Science, Data Analytics or Data Statistics, Business Analytics, Chartered
Financial Analyst (CFA) (USA).

Experience

1.

Minimum 5 years’ experience of having worked in Risk Management
Department of a financial institution viz., Commercial Bank, AIFI,
Systemically Important NBFC with a portfolio of assets bearing credit risk
and off-balance sheet risks. It will be desirable that they were also involved
in developing and implementing risk & pricing models.

‘Or’
Minimum 5 years of Practitioner level experience in Risk Management
including in evaluation of efficacy, consistency and accuracy aspects of
models used by Banks/FIs/SEs/other Clients. Experience as above in Risk
Consultancy Firms, Risk Rating Firms, Professional Training Institutes
(NIBM, NISM, etc.).
Those having experience of developing and implementing Risk
Management Software Solutions and having Information Technology
background will be preferred.
Frontline staff working in/ having only procedural knowledge of ‘Risk
taking’ desks are not eligible and only those who possess domain expertise

in independent Risk management functions may apply.

Job Profile

To identify, assess and manage various Operational Risks;

To review policies and frameworks on Operational Risk Management
including RCSA (Risk Control Self-Assessment) framework, KRI
framework and Incident & Loss Data Management Framework in
coordination with user Departments and ROs and facilitate building these
new frameworks in the proposed ERMS system; To coordinate the work
related to approval of New Products; To vet the draft policies from OR
perspective; To assess the actual incidents, near-miss incidents reported
through Loss Data Management and Incident Reporting.

To facilitate conduct of RCSA Workshops by all HO Departments & ROs /

Training establishments, review of RCSA results, finalization of gaps and
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recommendations based on the workshops conducted, track Action Plans
and to build the MIS for top Management/ RMCB/ ERMC; To review,
update and finalize the KRI threshold levels suggested by individual
Departments/ ROs/ TEs and report the key risks to Top Management/
RMCB/ ERMC; To review and assess KRI reports and suggest/track
remedial actions;

To review policies and frameworks on Operational Risk Management
including BCM framework, in coordination with user Departments and
ROs and facilitate building these new frameworks in the proposed ERMS
system; To coordinate the work related to approval of New Products; To vet
the draft policies from OR perspective.

To attend to various project implementation aspects related to BCP
(Business Continuity Plan) in NABARD, HO Departments and ROs.
Conduct of Business Impact Analysis, identification of critical business
processes, finalization & implementation of the Recovery Strategies,
Review of Risk Assessment, Maintenance and Review of the BCM Plan
document, implementation of Functional Recovery Plans.

Conduct Training and awareness programmes for staff members,
reviewing the BCP testing programme on a regular basis, Review and
updating BCMP, background work related to BCM Steering Committee,
and action upon the actionable items raised out of Team meetings and
Inspection Department findings. To assist digitization of BCM Framework.

Assess the ‘Operational Risk Losses’ as per BASEL III framework; To
assist Capital Computation Methodology for Operational Risk
Management based on RBI guidelines.

Plan, design & conduct studies, monitoring visits, evaluation studies, etc.,
for providing policy inputs to Risk Management Department (RMD).
Assist NABARD in framing appropriate policies and guidelines for
implementation by NABARD.

10. To assist in digitization of remaining OR Frameworks

11.

Any other work entrusted by the Bank from time to time.
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ix. Risk Manager - IS & Cyber Security

Age Maximum 62 years. 30-45 years preferred.
Qualification Bachelor’s/Master’s Degree in IT/Computer Science / MCA
Candidates with following qualifications will be preferred;
a. Certifications like CISA/ CISSP/ CISM/ SABSA
b. Certification in PCI DSS
Experience 1. Minimum experience of 5 years in the areas of Information/Cyber Security &
Risk Management.
2. Experience preferably in BFSI set-up in one/more of the following areas.

a. Should have been a part of a team of Cyber security professional in incident|
management and resolution & similar domains.

b. Hands on experience in implementing ISO 27002.

c. Structured project management experience in deploying cyber security|
related initiatives, etc.

d. Experience in cyber forensic investigation methodology

e. Banking domain experience.

f. Conduct of IS Audit as part of internal IS Audit team or external audit team
in Banks/ FIs/Financial services organizations.

g. Part of SOC team in managing SOC activities on a day-to-day basis.

h. Conduct of information Security related risk assessments.

i. Part of IT team in managing the data centres, associated with secure
configurations of applications, databases, network devices, operating
systems in data centres.

j-  Experience of application coding or conduct of Quality Assurance in mobile
application, open banking applications, fintech applications, CBS, etc.

Job Profile 1. Understand the existing business processes and technology used in
NABARD to ensure compliance with regulatory requirements.

2. Determine  organizational information security/cyber  security|
requirements based on industry standards and regulatory requirements
(like ISO/IEC 27032) for the AIFI.

3. Establish procedures for identification and classification of information
assets.

4. Plan, design & conduct studies, monitoring visits, evaluation studies, etc.,
for providing policy inputs to RMD.

5. Train officers of NABARD in security awareness and examination|
procedures.

6. Assist NABARD in framing appropriate policies and guidelines for

implementation by NABARD.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
20.

Develop a dossier of Cyber Security related incidents for sharing among the
departments of NABARD at HO, Regional Offices (ROs) and other
stakeholders.

Advise management of Bank regarding critical issues that may affect the risk
posture of the Banks’ IT assets.

Articulate and present Cyber Security related matters effectively across
various levels of stakeholders.

Conduct workshops/VCs, participate in meetings/ seminars/workshops
conducted by Gol/RBI/IDRBT/ SEs and other institutions on behalf off
NABARD.

Review various information security reports and drill down for
improvements and make recommendations.

Investigate incidents, wherever required and guide the officers of NABARD.
Interact and guide staff in ROs/HO NABARD on specific cyber security
related issues.

Guide to take action on cyber security incidents including analysis of root
cause (identified by vendor/bank).

Collect and disseminate cyber security threat intelligence, market
intelligence, etc.

Devise suitable procedures for MIS on incidents and threats reported.
Analysis of reported incidents

Development of Cyber Security related MIS of bank.

Conduct of IS Audit on various applications including their centres.

Attend to such other items of work that are directly / indirectly related to
the roles, objectives and functioning of NABARD as may be assigned from

time-to-time.

x. Cyber and Network Security Specialist

Age

Maximum 62 years. 27-40 years preferred

Qualification

Bachelor’s degree in computer science/IT or B.E./B. Tech in any
discipline or Bachelor’s degree in any discipline and Masters degree
in Computer Science / IT

Any one Certifications as CCNA /CCNP /CEH / eJPT/ CISA /CISM
Preference for experience /certification / training in :

1. Network/ Cyber Security auditing

2. IT Audits

3. IT Risk assessment

4. Cloud / Application Security

5. Post Graduate Diploma in IT Infrastructure and System Security

6. Certifications in Firewall or similar certifications that are widely
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accepted by industry

Experience

1. Five years of experience in handling network devices such as, Next-
Generation Firewalls, WAF, Routers , Switches and cyber security
consulting/ Risk assessment/ ISMS Management/ Technical
experience in SOC / VAPT of which 02 years of experience in
conducting technology/IS audit / Security assessment of network/

security devices.

Job Profile

1. Participate in the design-development of audit management processes,
including schedules, reports, checklists and processes.

2. Participate in audits to review information security compliance aspects,
such as network, architecture, firewalls, internet proxy, data encryption
etc.

3. Reviewing security processes, such as security event monitoring,

incident response, and vulnerability assessment.

4. Verifying the security and functionality of information security systems
and related infrastructure.

5. Audit processes such as change management, patch management,
incident management, backup, business continuity etc.

6. Examine related information security policies and procedures to
identify any gaps and suggest improvements.

7. Conduct audits, prepare reports and maintain timely and accurate
reviews of corrective action and closure of the audit findings.

8. Develop and improve audit checklists and documents, conduct trend
analysis and prepare presentations.

9. Staying up to date with the latest security guidelines, international
standards, threats and vulnerabilities.

10. Continuously research the latest Security threats and vulnerabilities.

11. Write articles, publications on the cyber security aspects.

12. Traveling involved to perform audits throughout the country.

xi. Database and Operating Systems Specialist

Age

Maximum 62 years. 27-40 years preferred

Qualification

Bachelor’s degree in computer science/IT or B.E./B. Tech in any
discipline or Bachelor’s degree in any discipline and Masters degree
in Computer Science / IT
Any one of the certifications / trainings as below mentioned:

1. Linux/ RHCE

2. Microsoft Windows Server
3. Oracle administrator
4

SQL administrator
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5. Any other cloud based database/ OS certification
Experience 5 years of experience working as DBA or operating systems administrator of
which 2 years of experience conducting technology/IS audit / Security
assessment of different OS/DB.

Preference for:

1. Worked on multiple type of databases like Oracle, MySQL, PostgreSQL etc

2. Worked on multiple OS such as windows, Linux, Solaris, Unix etc.

3. Cloud / Application Security

4. Post Graduate Diploma in IT Infrastructure and System Security

Job Profile 1. Participate in the design-development of audit management processes,
including schedules, reports, checklists and processes.

2. Participate in audits to review information security compliance aspects
with respect to operating systems, database, application, storage, backup
etc and related cyber security processes.

3. Audit processes such as change management, patch management, incident
management, backup, business continuity etc.

4. Examine related information security policies and procedures to identify
any gaps and suggest improvements.

5. Conduct audits, prepare reports and maintain timely and accurate reviews
of corrective action and closure of the audit findings.

6. Contribute towards the continuous improvement of the audit process

7. Develop and improve audit checklists and documents, conduct trend
analysis and prepare presentations.

8. Staying up to date with the latest security guidelines, international
standards, threats and vulnerabilities.

9. Continuously research the latest Security threats and vulnerabilities.

10. Write articles, publications on the cyber security aspects.

11. Traveling involved to perform audits throughout the country.

xii. IT Infrastructure and Banking Specialist
Age Maximum 62 years. 27-40 years preferred
Qualification Essential

1.

Bachelor’s degree in computer science/IT or B.E./B. Tech in any
discipline or Bachelor’s degree in any discipline and Masters

degree in Computer Science / IT

2. Certification in any one CISA/ CISM and ISO 27001 Lead Auditor
/ ISO 27001 Lead Implementer

Preferred

1. Post Graduate Diploma in IT Infrastructure and System Security
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preferable
2. Experience / certification / training in Cloud/ Application

Security

Experience Essential

5 years of experience handling technical aspects of CBS and related payment
channels such as SWIFT/ ATM, Internet Banking/ Mobile Banking/ NEFT/
RTGS/ UPI, IMPS etc. and handling IT Infrastructure including virtualization
of which 2 years of experience on conducting technology/ IS audit/ security
assessment related to CBS and other payment channels.

Preferred

Experience in Cloud / Application Security

Job Profile 1. Participate in the design-development of audit management processes,
including schedules, reports, checklists and processes.

2. Participate in audits to review information security compliance aspects
with respect to CBS, payment systems such as SWIFT, UPI, IMPS, ATM,
Internet Banking, Mobile Banking, related cyber security processes and
other applicable guidelines.

3. Audit processes such as change management, reconciliations, third party
assessment, audits, vendor onboarding, SLA,BCP etc.

4. Examine related information security policies and procedures to identify
any gaps and suggest improvements.

5. Conduct audits, prepare reports and maintain timely and accurate reviews
of corrective action and closure of the audit findings.

6. Contribute towards the continuous improvement of the audit process

7. Develop and improve audit checklists and documents, conduct trend
analysis and prepare presentations.

8. Staying up to date with the latest security guidelines, international
standards, threats and vulnerabilities.

9. Write articles, publications on the cyber security aspects.

10. Traveling involved to perform audits throughout the country.

xiii. Economist

Age 23-35 years

Qualification | Master’s Degree (Postgraduate- MA/MSc) in Economics/ Applied Economics /
Financial Economics/ Statistics / Data Science/ Finance from any recognized

university with minimum 55% marks / equivalent grades.
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Experience

1.

1.

2.

Essential

Preferred

Advanced quantitative and econometrics skills, data management abilities
and knowledge of Stata /R, Excel or other software programmes to
manipulate large data sets, run complex analysis and forecast macro-
economic parameters are essential.

Prior relevant experience of minimum 01 year. Preference for candidates
having experience of working in reputed organization in areas of forecasting,

financial modelling, preparation of impact balance sheet etc.

Working knowledge of Visualization tools (Tableau & Power BI)

Experience in collection, processing, managing and analyzing financial and
other data from various government agencies.

Exposure to domestic and international database such as CMIE, EPWREF,
Agriculture Statistics at a Glance, Annual Survey of Industries, World
Economic Outlook, World Development Indicators etc.

Excellent oral and written communication skills in English

Job profile

He/she will be responsible to lead analytical work related to current macro-
economic, financial and structural developments in the country, economic
outlook, strategic economic issues, and trends in agriculture sector, banking and
rural sector, interest rate/ investment outlook of the country.

Forecasting and monitoring economic indicators such as inflation, employment,
gross domestic product (GDP), and interest rates, etc.

Leading high quality and relevant development economics research, providing
forward looking economic policy advice and strengthening development
approaches and tools - for application at national and regional levels

To analyze and submit inputs on contemporary issues and produce thematic
notes on relevant issue.

Preparation of impact balance sheet.

xiv. Credit Officer

Age Maximum 62 years
Qualification | Essential
1. Graduate (any discipline) from Government Recognized University or
Institution.
2. Full time MBA (Finance) / PGDBA/ PGDBM/ MMS (Finance) / CA/ CFA/
ICWA
Experience Post Qualification experience of 03 years in credit appraisal and monitoring

Candidates with experience in project financing / infrastructure financing will
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be preferred

Job profile

1. Carrying out of Due Diligence on credit proposals assigned.

2. Appraisal of assigned Credit Proposals, including Credit Risk Assessment.

3. Appraisal of Borrowers of different types -State Government, State
Government Entities, Marketing Federations, NBFCs, Private Companies,
Banks etc.

4. Evaluating Credit Worthiness of Government Guarantees.

5. Monitoring of Projects / Credit Limits sanctioned by the Bank

XV. Legal Officer

Age Maximum 62 years
Qualification | Degree in Law from a recognized University in India.
Experience Essential
1. Enrolled as Advocate with Bar Council.
2. Experience of 4-5 years in contract management as Law Officer in the Legal
Department of Scheduled Commercial Banks / AIFIs or 4-5 years combined
experience as practicing advocate and Law Officer in the Legal Department
of the Scheduled Commercial Banks/ AIFIs.
Job profile 1. Drafting, verification, vetting of various legal documents like loan
agreement, hypothecation deed, guarantee deed, tripartite MoA etc.
2. Interpretation of various statutes, legal documents etc.
3. Reviews of existing legal documents.

xvi. ETL Developer

Age Maximum 62 years. 25-40 years preferred

Qualification [B.E/B.Tech. /M.E/ M.Tech. in Computer Science /IT (Minimum 60%
marks)

Experience Essential :

1. Minimum 06 years of post —qualification experience in IT sector / Industry out|
of which minimum 03 years of experience in the field of ETL development using
Talend or any other equivalent tool.

2. Experience desired in Banking /IT Sector / PSU Companies

Preferred:

1. Working experience on Oracle 12C/19 C or equivalent Database.

2. Hands on experience on ETL pipeline creation preferably in Talend or any other|
equivalent tool.

3. Hands on experience on PL /SQL.

Strong knowledge in Unix/Linux

Passionate about sophisticated data structures and problem solutions.
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Strong Programming skills.

Job profile

=3

P @b

o

Develop ETL pipeline from the scratch based on the Business Requirements
Trouble shoot the issue in Development and production

Decode existing ETL pipelines and able to enhance the ETL pipelines.
Understand the existing database structure and ETL design and sum up with|
improvements.

Demonstrate the ETL tools and the functionality

Have knowledge of database fundamentals such as multidimensional database

design, relational database design.

xvii.

Data Consultant

Age

Maximum 62 years. 25-40 years preferred

Qualification

Essential:

B.E. / M.E. or B.Tech/M.Tech in Computer Science/IT/Data Science/Machine
Learning and AI (Minimum 60% marks compulsory at Graduation or Master's
level)

Preferred:

MBA / PGDM with specialization in Finance and any certification in ML/AI/

Natural Language Processing, Web crawling and Neural Networks

Experience

Essential:

1. Minimum o5 years of overall (post basic educational qualification)
experience in related field.

2. Preference will be given to candidates with experience in financial sector /
Bank / NBFC / Insurance / Investment Firm

Preferred:

1. Natural language processing, Web Crawling and Neural Networks

2. Machine learning / Artificial Intelligence and parsing

3. 2+ years’ experience with programming languages frequently used in data
science ( R/ Python)
Knowledge of Unix /Linux
Familiarity with cloud based application / service development.

6. 3+ years’ experience in Relational Database OR any NoSQL database
including Graph databases

7. Excellent communication skills and ability to work as part of a multi-
cultural and geographically distributed product development team.

8. Self-motivated, pro-active and demonstrating an exceptional drive towards
delivery.

9. Familiarity with developing models using semi structure as well as

unstructured data.
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10. End to end experience from data extraction to modelling and its validation.

Experience of working in a project environment as a developer.

Job profile

1. Implement Machine learning / Artificial Intelligence / Natural Language
Processing/ Parsing tools to improve the operational efficiency

2. Designing and implementation of big data scalable workflow systems using
Big Data Technologies.

3. Deliver new functionality for the internal production platform and the client
delivery platform.

Closely collaborate with Product Management, Business, Quality Assurance,

Data Operation and IT Infrastructure, to understand their requirements and

develop solutions for such needs.

xviii.

Business Analyst

Age

Maximum 62 years. 25-40 years preferred

Qualification

=

BCS or Post Graduate (With Finance Background)

2. Certification course in Business Analyst /Power BI

Experience

1. Minimum 5 years of experience working as Data/Business Analyst
Designing and developing Dashboards, Reports as per requirement

Application of business logics and generation of new reports

Good communication skills and interpersonal relationship.

Job profile

2
3
4. Apply analytical skills for reports / MIS generation as per the need
5
1

Reports Development

2. Dashboard design and Development

3. Deduce business logics from existing reports

4. Data analysis, research on existing SQL queries

5. Communicate with various department, understand the business requirements
and develop reports/dashboards as per their need.

6. Data collection from external sources and establish relationship between data to

develop various data models.

xix. Power BI Report Developer

Age Maximum 62 years. 25-40 years preferred
Qualification 1. Post Graduate in Data Science/BCA/MCA
2. Knowledge of Power BI/ Tableau
3. Proficiency in Python/ ML,HTML, Advance Excel, R, Postgre SQL
Experience [Minimum 5 years of experience in the industry having worked in the area indicated

below:
1. Understanding the process of Data Analysis, generation of various reports using
Power BI

2. Data Cleaning and Analysis
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Data uploading into server using MySQL

Development of various dashboard / reports using Power BI

Job profile

SR S

Collaborate with business users and business analysts to develop, deploy
and maintain Business Intelligence Solutions.

Developing and presenting information through MIS dashboards and
reports for the management.

Creating queries upon request for data/reports.

Evaluating and improving the current BI reports /dashboard.
Translating business needs to BI solutions

Analyze the database systems with minimum help from the Business

department.

xx. Specialist- Data Management

Age

Maximum 45 years

Qualification

Masters/Management Degree in Social Work with the following proficiency:

Knowledge about functioning of CSR and non-profit organization.

Knowledge of aligning developmental initiatives with ESG, SDG and broader
development goals for sustainable and transformative change.

Ability to prepare data wireframe framework from impact evaluation
perspective.

Should be updated on Environmental, Social, and Governance (ESG) principles,
ensuring ethical and sustainable practices.

Knowledge on United Nations Sustainable Development Goals (SDGs), Green
Bond impact emphasizing the importance of global development objectives.
Prepare policies, strategies for grant-based project implementation, capturing
its impact assessment by designing various tools/models/MIS

Develop CSR Policy, strategy for program implementation, SOP

Functioning of NGOs and assessment of impact out of various grant-based
projects with outcome and analysis.

Development budget planning, its monitoring, review, and impact assessment
Knowledge in thematic areas of development sectors like rural development,

livelihood, education, health, environment etc.

Experience

8-10 years of working experience in the field, with reputed NGOs/CSRs,
NABARD implemented projects as project implementor/ Consultant/
Supervisor

Proven experience in impact assessments, analyzing social, economic, and
environmental outcomes of various initiatives.

Proven track record of successful implementation of various grant based/CSR

projects with desired output indicators (supported with MIS/reports, etc).
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Excellent communication skills

Job profile

Review of existing development programmes- Conduct a comprehensive review
of NABARD’s development programmes, including their eligibility criteria,
application process, evaluation mechanisms, disbursement procedures and
monitoring frameworks. Provide recommendations for streamlining and
enhancing these programs to ensure effective utilization of funds and achieve
desired outcomes.

MIS System Assessment — Evaluate NABARD’s current Management
Information System (MIS) used by various development departments for
monitoring and tracking the progress of grant programs. Identify areas for
improvements, such as data collection methods, reporting capabilities, data
security and integration with other relevant systems. Propose
recommendations for optimizing the MIS system to enhance data-driven
decision-making and overall program management.

Impact Assessment Indicators — Develop a set of impact assessment indicators
that align with Environment, Social and Governance (ESG), Social Stock
Exchange (SSE) particularly focusing on NABARD’s goals and objectives. These
indicators should be measurable, relevant and capable of capturing the social,
economic and environmental impacts of the grant programs. Provide guidance
on the methodologies and tools required to collect, analyze and report impact
data effectively.

Comprehensive Monitoring and Evaluation Framework - Design a
comprehensive monitoring and evaluation framework for NABARD covering all
development programmes projects.

Present, Department-wise clearly mapped out evaluation / assessment /
measuring sheets for each development department with stress upon
uniformity and ESG guidelines.

Data Capturing Returns: Develop and design rigorous methodology for
assessing the impact of grant-based projects considering specific objectives and
social impact targets. Design data capturing returns for collection, collation and
analysis of data related to grant- based projects, encompassing financial
records, project outcomes and relevant performance indicators.

Linking of captured data with the reporting formats to streamline the data
collection process and reduce margin to error.

Design and develop strategies and systems to generate reports / MIS which
allow for in- depth understanding of grant initiatives to review, modify, re-
design the product (analytical reports)

Liasion with the agencies concerned for registering NABARD keeping in view

Sustainable Development Goals/Environmental, Social and Governance Goals.
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Take all the work pertaining to complete formalities for registering NABARD in
Green Bond initiatives (environment impact indicators).
10. Co-ordinate software vendor for designing formats for returns/MIS/Reports
pertaining to grant based project as a part of ENSURE 2.0 till its stabilization.
11. 11. Co-ordinate with all NABARD Departments to define their data needs and

help them in on boarding their ESG compliance journey.

xx1. Financial Inclusion Consultant-Technical

Age Maximum 45 years

Qualification | B.E. / B. Tech degree in Computer Science/ Information Technology/ BCA from

reputed universities/ Institutes

Experience 5 years relevant hands-on experience/ sound knowledge in the field of IT, Banking
Technology & RFTs.

Job profile 1. Provide key technical support for the projects assigned by Gol (e.g promotion
of digital payments in Mandis)

2. Develop new interventions and devise a suitable implementation plan for
strengthening existing schemes of DFIBT

3. Oversee the technological aspects for the smooth implementation of DFIBT
projects across the country.
Develop a Data Management portal for Financial Inclusion Fund.
Coordination with Tender Cell (for tender/RFP preparation) for scrutiny of
various documents

6. Helping the ROs in the overall project management so that the project is
delivered on time and with quality

7. Manage all aspects of the project implementation.

8. Interactions with domain experts and enriching the DFIBT policies and
projects

9. Guiding the Implementing Agencies / ROs / DDMs and the Junior
Consultants.

10. Helping the RO in the overall project management so that the project is
delivered on time and with quality

11. Any other works assigned by NABARD from time to time based on the
emerging needs under the ambit of DFIBT.

xxii. Financial Inclusion Consultant-Banking

Age Maximum 55 years

Qualification | MBA (Finance) from a reputed University/Institute

Experience 5 years relevant hands-on experience/ sound knowledge of fieldwork in Financial

Inclusion.
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Job profile

© ® W o oW

11.

12.

13.

14.

15.
16.

17.

18.
19.

20.

21.

22,

23.

Manage all aspects of the project implementation including overseeing.
Monitoring of all India-level FI projects.

Coordinating with Govt and other developmental agencies to suggest new and
innovative schemes for expanding the coverage of financial inclusion
initiatives through NABARD.

Coordination with RO Consultants for submission of data by RCBs and RRBs
pertaining to SSS(PMJJBY & PMSBY), Account Aggregators, RBI-MPFI
returns, FIP, SO2(Technology adoption by RCBs & RRBs), and other
information/data sought by DFS, Gol from time to time.

5.Helping the ROs in scouting for new and innovative proposals from client
institutions.

Work with banks to improve credit linkage.

Continuous monitoring of the project (Physical and Financial).

Liaising with all stakeholders and Regional Offices.

Auditing and inspecting the data collection and updation.

Test check of the audits/accounts of agencies with respect to DFIBT projects to

ensure compliance with the observations.

. Supervise the execution of the prescribed activities.

Ensuring adherence to the timelines.

Organize and attend meetings.

Resolving issues of ROs/client institutions and be a one-stop solution for the
smooth implementation of the projects.

Prepare a detailed work plan and point-wise achievement chart of the activities
and tours with timelines.

Documentation of the implementation of the project

Additional items of work, if any, assigned by the ROs

Required to travel in rural areas covered under project areas.

Work in close coordination with HO, ROs, and DDMs.

Desk monitoring, analysis of RO-wise issues, achievements, follow up, and
reporting.
Design and conduct of monitoring visits/studies and stakeholder
consultations/ discussions for policy inputs/implementation of schemes
Analysis of feedback received from field studies/consultations and reporting
Communication and coordination with ROs, affiliated organizations, related
institutions, and agencies

Any other item of work as per the necessity of the department at RO
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